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1. Overview

With the help of the SPS-Sensors you are abletta i of informations from Siemens S7
SPSs and direct them to the Network Monitor PRT&gfPAESSLER. Therefore no
intervention to the SPS-System is required. Thessto the SPS-Systems is done via the
S7-Protocoll by TCP/IP and requires no interventiathin the SPS. For the access to the
SPS the IP-Address and the Rack- and Slot-Numbegigred.

Prerequisites
For the usage of SPS-Sensors you need:

- The sensors are to put into the\ExeXml”-directory for PRTG

- You need the file SpsSnr.DII“. Therefore you have to put the file into the
-\ EXeXml”-directory of PRTG too

- For working the sensors you have to create adlproir accessing SPS. You can
create it with the tool “SPS Profiler.Exe” whichpart of the installation.

Supported Systems

Following SPSs are supported:

- Siemens S7-200 S7-300
- S7-400 S7-1200
- S7-1500 ILogo

= with CP (CP242-1, CP343-1,CP443-1,LEAN...)

- VIPA S7 as all S7-compatible systems



The Working

For accessing a SPS-System a profile with the imédions about the accessing-data like IP-
Address, Rack- and Slot-Number is needed. Thislersfgenerated via the toobRS
Profiler.Exe" which is part of the installation. The profilessored into the Xml-Directory of
PRTG. With the Profiler you can directly contac BPS and view the informations.
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First, the sensor reads out the profile and opamaection to SPS via RFC1006. With the
knowledge of IP-Adresss, the Rack- and the Slot-blemthe SPS could be accessed. Then
the required function is processed within SPS hedésulting is transferred back to the
sensor. The sensor formats it and divides it tomBormation-line and channels. This data are
transferred then to PRTG.

Within the PRTG-System the delivered informatiores @llected and prepared for analysis.
They could be shown graphically and used for gemgra mail or SMS to notify an
administrator.



2. The SPS-Profiler

For the usage of sensors there is the definitica mfile required. You could create a profile
via the ‘SPS Profiler .Exe’ and put in the necessary informations for coningcto SPS.
Additionally you are able to view the resulting &ef you define it within PRTG.

Definition Accessfor SPS

For accessing a SPS System you need a profilend$sesary informations are entered via
the Profiler. The profile itself will be stored ihe PRTG-Directory ,,...\ExeXml*.

F N

SPS-Profiler for Simatic S?

i Spestliaz: 109623031 / Sps0b " Basics
% RackSk 57 -300 /00 /02 " State's
Sps05 Spe-Info.; Mo lnfo available... { Walues|

[[500.02] Descrpt; 57-313 Eihlhaus " Suster
5P5.c [1096.230.31  Alias: |Sps05 Rack / Slot # Lang...

Type.: (57200 E] Pazs Iﬁ;ﬁ_ﬂ DE =

Infa;.: |N|:| Info available... A CPU Info falled... & Pg ¢ Op r‘l. 57

Desc.: 15?-31 3 Eiihlhaus [~ dayncAcoesses

, -
Syl Ping Infa Check » Trace

'-jl- ..

Back

Copyright 2071-16 lﬁﬁhé}:ﬂware GribH. All Rights reserved, Ver 4.2 5
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The name of the profile is to be used by definitomew sensor within PRTG. The Profile-
Name has to be the first parameter at the PRTGeBens

For verify tha access the following functions anported:
- ,Ping“:  Ping the SPS (Function of the operating systenmsed)

- .Info“.  Reading the general informations about the SipSem
- »,Check”: Verify the hardware (SPS-Model, and so on)

With the following steps you are able to defineesvrprofile.



Step 1: The access to the SPS is checked by tted€Ping":

SP5-Profiler for Simatic 57... -—
: i

Spsstliaz 10.96.230.31 / Sps04 " Basics!
Brofilss Rack/Sl: 57 -300/00/02 " State's.
Spel4  Spednfo; Mo AS-Hame] (& 'Valyg‘g;
[50002) Descrpt; 57-312C Hebebiihne " Syster
I =
Detals Firg wird ausgefiihrt fir 127.0.0.7 mit 32 Bytes Daten: Fs
Anbwort von 127.0.0.1: Bytes=32 Zeit<1msz TTL=128
= Fing-Statistik. fur 127.0.0.1:
| Pakete; Gegendet =1, Empfangen = 1, Verloren = 0
A [0 Verlust),
Ca. Zeitangaben in Millizek.:
Minirnum = Oz, Magimurn = Oms, Mittehwert = Oms

I,.,g Ping was successiully...

Save  Dane

“SCapyight 2011

Infe Check /{ua
twware GribH, A1l Rights rserved, Ver 4.2 &0

Step 2: With the "Info" connection informationsead from the SPS-System:
SPS-Profiler for Simatic S7.n -_

i

Sps/flias 10.95.230.31 / Gpsld F Bns)

== Rack/Sl 57 -300 /00 / 02  State’s

Sps04 Spanfo: [MoAS-Mame) (& Walues)

[S00.02] Descrpt: 57-312C Hebebilhne " Systerr

7

Dietailz *SPS Catalog.......... Reading iz OF

[+ B

*SPS Order Code...: BEST 315-2EH14-04E0
= * SPS Version.. 93
= *5P5-5tate. Fiurining £
“Max FOU Length.: 2048 Bytes
*Max Conmections.: 1024 Users
*bax Pl Rat 12000 K-Bps 2=
*Max Busz Rate....... 187 K-Bps -

|ﬂ SPS Info was successiully...
i Dane Check race

Syl
gﬂogyright.ﬁ"

attware GmbH, Al Rights reerved, Ver 4.2 1560
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Step 3: With the "Check"-Function general inforimatabout the SPS are read:
SPS-Profiler for Simatic 57... -
=
Spsfhlias: 10.96.230.31 4 Spsl4 " Basics!
L Rack/Sk 57 -300/00402  State's!
Gps04  Speinfo; (MohS-Name)  Walues,
[S00.02] Descrpt; 57-312C Hebebihne " Systerr
i 3
: Cpu31zC A
1 5 C-CaTh25742012 i
: Simatic-Station 3
HERERE F
* SPS-Copyright... . Original Siemenz E quipment |
*PLC-Date/Time. 15.03.15 / 08:44
# Sle-Protection Level.: Can Fead...
* Prm-Protection Level: Mo Pazsword -

IﬁSPS Check waz successfully...

Save Fin Info Dane /‘fgce
?§>_Eong,lri_qh‘t-@;‘sr‘l aftware GmbH. All Rights regtrved, Yer 4.2 55




After the creation of the profile you can use thasors, for example the basis-functions:

- |
SPS-Profiler {Demo)...

% Basics!
" State'st |
(" \-’alun_ag, ;

= Spadaliaz: 10,96 k0 7 Spelemo
% Rack/Sl: 57 -300/00 /02
SpsDemo  Spednfo. Simatic-Server
[S00.02] Descrpt.; S5PS Samples

[ Syster
| :«E} SPS LedStates Listing of the LED-States. . Available -+
viSF'S Memllsag Ligting of Memarp-Uzages... Avalable
EﬁSF’S Syzfreas Listing of System-&reas... Available . |
\ BI5PS SysBloks  List masimal Block Entries... Available = |
'%S S Sezlnfo Informations and the Response... Available l_|
| Checking far the CP and CPU... Available
5% 5Ps SysCheck  |[is SpsDemoss..... | (Mo Paramelers avalable) - |
| = .
Sh i Info Check /U?J.Er

With the "Exec"-Button you release the access:

-

-
SPS-Profiler (Demo)... T —
B [ T =1
} S Speddliaz 10.96 we= / SpzDemo * Basics' |
F'rofill % Rack Sl 57-300./00 /02 {" State's l
SpsDemo  Spsinfo; Simatic-Server (ol \-’alug)s‘,
[S00.02] Descript: SPS Samples ™ Systerr
Pl - == __I
I Details J [5PS) 57-312C Lifting Station System Checking for SPS-State =
Ei Chn01: PLC-State Running 1 State
"l Chn.02: PLC-Siate Stopped 0 State
f\l.i Chn 03 PLC-State Unknown. . 0 State
Eé!" Chn.04:  Responze-Time 25 mSec

With the "Apply"-Button you get the needed informathere for PRTG:

-
SPS-Profiler (Demo)... -
] |

e Spadlias: 10,96 00 x5 £ SpsDemo & Basics:

% Rack St 57 -300/00 /02 " State's

SpsDemo  Spelnfo. Simatic-Server ol \-falun_aas“f

[[S00.02]  Dezcrpt: S5PS Samples ™ Systerr

1 J Sensor-Definition within PRTG, User-Defined Sensor, Exec/Scripts... =

e — e
| ‘ﬂ Senzor......# Lhecking for the CF and CR™ within  PRTG
\ #AEren... . "SPS SysCheck Exe” within - PRTG
ﬁ Faramiz]. % SpsDemo 50002 within PRTG
Jﬁ Mutex.....: zPrtg [Recommended) withinn  PRTG

Desc's if&* SP3 SysCheck “Jﬁ SpsDemas..... ] (Mo Parameters ava||ab|e]_-]

- = f
Dane Anp S Chait Bifresh /-"Tral:e




Interactive Testing

By using the ,SPS Profiler” you have the possipitd test the sensors interactively before
implementing them to PRTG. There are following es1g

- Basics Functions from the BASICS

- States Functions for the range STATE
- Values Show the fields with a value

- System Reading System-Informations

Within the range of SPS-Basis general informat@nsut the basics is offered. For example,
this are informations about Versions, or aboututed CPU.

The range ,States" is to watch the states of th® SFor example you see the input or output
flags.

By the "Values" you are able to read out the irdtgt values with are stored within the SPS.
With the range "System" you get informations aldbetenvironment of the SPS.

Example for the usage of the Sensor ,ListSzIGrps*:

.

SPS-Profiler (Demao)...

=] 4 @ Spetlias 10.96. %0 xx / SpeDema (" Basics
F;rc-files. sfmed  Rack/sSt 57 -300/00/02 (" State's
SpsDemo  Spednfo. Simatic-Server & Walues,
[S00.02] Dezcnpt: S5PS Samples * Suster

| [SPS) S7-312C Lifting Station; SZL-Ligting / Group=0 =

-

@b Chr.01: 50.0: 5ZL-Directory 132 Bytes =
@i Chn02 50.2 1.044  Bytes
@b Chn.0% 50017 CPU-nformation 116 Buytes
gaf Chr.04: 5018 CPU Charactenstics 52 Bytes -
[455PS ListsaGp | [ SpsDemo5.... |52Ls Graup= -
-
3 Dane Clear Edit Firesh Trace

Baul:k- SCapyrght 2011-16 IEEM Sattware GrbH. &l Fiights 1sfEived, Ver 4.2 [

b

This example shows the available groups withinS&e "0".



Sample for the sensor ,SPS Directory*:

SPS-Profiler {Demo)...

| =T Spadiliaz 1096w s/ SpsDemo * Bazics
I % Rack/Slk 57 -300./00/02 (" State's
SpsDemo  Spenfo. Simatic-Server {3 \-"alun_e}s‘r |
[500.02]  Descrpt; SPS Samples (" Systern |
J [SPS] 57-312C Lifting Station Systern Directory and E ntries =
éd Cht.04:  SFE-Count - SysFrcBlocks 14 Entriez -
_.:ﬁ Chr.0%: SFC-Count - SysFunctions B4 Entries
£ Chn0B: DB-Count - DataBlocks 0  Entries E_:
_'éﬁ Chr07: SDB-Count - SpsDataBlks 3 Entriez x

] 41 5F5 Directary ]I_,., SpeDeme.5.... | Mo Farameters avaiatle) « |

Daone Apply: ‘Chan Ritesh > 'fr‘a’c:e

Copyright 201118 IED Sottware GribH, All Rights sebrved Ver 42 [

Shown are the available entries for the storedksloc

Sample for the sensor ,SPS SysStates*:

-
SPS-Profiler (Demao)...
| i Speibliaz 1096 00w / SpzDemo " Basics
' % Rack /Sl 57 -300 /00 /02 ¢ State's
SpsDemo  Spsinfo. Simatic-Server ' Values,r |
[S00.02] Descrpt; SPS Samples System |
J [SPS) S7-312C Lifting Station Values of AB=0/ Platform Activities =
_..-::,.g Chn.01: ALD Power Supply 1 OnfOKF =
| £ Chn02: A01: Upwards 0 Moving £
L0 Chn 03 A02: Downwards 0 Moving
I it Chn04: A03: Ready for Up 1 OnsOf -
l;_’]': SPS SysStates ]I_J. SpsDemas..... ] Output AB=0 j
| Done”  Apply Edit Rfresh e > oA
SCopyright 201118 10N Software GrbH, All Rights reeerved, Ver 4.2
e

Shows are the states for the output group "0".



3. The SPS-Ranqges

An overview of the available functions is shownhntlhe interactively presentation by the
Profiler. This is an selfaxtracting file who shoalsthe available functions by examples. The
file could be downloaded at:

www.l CON-Softwar e.de/SpsDemo.exe

The range "Basics" shows the general functions:

i N
SPS-Profiler (Demao)...
f Spadliaz 1096 =x.=% / SpsDemo
% Rack/5l: 57-300/00/02 (" State's
SpsDemo  Spsdnfo; Simatic-Server '@ Value%
[500.02]  Descrpt: SPS Samples " Spster
_gﬁ SPS Directom List entries of the Directany... Avwailable -+
EE SPS ConnPrm List Connection-Parameters..., Awailable | |
T2 5PS LedStates Lizting of the LED-States... Available ;E |
% SPS Memlzag Lizting of Memory-Usages... Avallable ||
. -3?.' SPS SysAreas Lizting of System-Areaz... Available
yiBlcks 1zt masirnal Block-Entries... wallable - =
d5Ps SusBlck Li imal Block-Entri Availabl
i |:§; < Cmd... » | ] = _]
; = - -~
| $2 S Crek e
{ Back SCopyright 2011-18 IEOM Software GmbH, Al Rights restrved, Ver 4.2 (5

The range "States" shows all the available states:

r N
SP5-Profiler (Demo)... —_—
i Spsfblias: 1096 w4/ SpeDemo " Basi
%ﬁiﬂ: Rack/Sk 57 - 300 /00 /02 {m
SpsDemo  Spsdnfo. Simatic-Server T Walues,
[S00.02)  Ceszcrpt: SPS Samples " Suystern
3:'.= SPS ListStates Lizting of System-State's. . Awailable
2L 5P'S SlcStates Selection of Spstem-State's. . Avwailable | |
:g SPS SpsStates System-States of the SP5.. Available ;E |
—E: SPS ScnStates Scanning for Spstem-States. . Available | |
BB srs ListCners List/E dit of Counter-alues... Available
B 5Ps SicCnters Selection of Counter-Values... Available  —
Desc's |:5 < Cmd... » | ] _J
i ey T - i
% ExaE Show. [nfa Check > Traca
Ba.ck- @Cowfight.éﬁ'ﬁ 4B IEOM Sottware GmbH. Al F!ights _rss‘érved,-\.«;"er 42 @
A
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The range "Values" shows the available values:

-
5P5-Profiler (Demo)...
i Spaftlias: 1096 2./ SpsDemo " Basics
% Rack/Sk 57 -300 /00 /02 (" State's
SpsDemo  Speinfo. Simatic-Server .
[S00.02] Descrpt: SPS Samples vElemnt
2 5PS Listalues Ligting for awailable Yalue's... Available - #
EE-'” SPS Scrvalues  Scan for available 'alue's. . Available |
gj] SPS ListByteVal  List/Edit of Bytealue's. . Avallable | =
jgl SPS Listwidval  List/Edit of Word-Value's... Auvailable
| fjﬁ SPS ListDwival  List/Edit of Dhword-+alue's... Suailable
FI9PS Viewtiea  View/Show the Data-fiea.. fvalable =
I [ <cma> ] B
= s - i
o Exac Showe. Infa Check Trace
Baﬁ: ; @Einpyr.ightjé-ﬂ:ﬁ A6 [EOM Software GrbH, Al hights _lsdéwed,.\;‘er 472 @
b

The range "System" shows the internal informatiofithe SPS:

-
SP5-Praofiler (Demao)...
i Spastliaz 10,98 w00/ Speliemo " Basics
%@é Rack/Slt: S7-300/00 /02 {7 Gtate's
SpsDemo  Spslnfo: Simatic-Server £ Walyes:
(500021 Descript: 5PS Samples (0= Suster )
ga.s SPS LatSzlGrps  Listing of 52L-Group(s)... Available  *
@5 SPS ListSzlGp Ligting of a SZL-Group... Available | I
"4 5PS SzBlkinfo Listing of a SZL-Elock... Available | = I
'ajf SFS SzBlocks Analyzing of Sz-Blocks.. Available ||
&3PS ListBlocks  Listing of Block-Fecords... fivailable
; ffj SPS LatBlckSz Lizting of the Block-Sizes. .. Avallable  ~
Desc's |3 < Cmd... » ] _J
= - /_-
ExaE Shiow. Infa Check > Trace
@tnnyr-ightéﬂ:ﬁ # E@hg’bflware GmbH Al hights _rssérved,-\;‘er 17 @
b

The result of every of the sensors could be shoprbgsing the "Exec"-Button. This is is
done before the sensor is planned within the PRTG
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4. The SPS Monitoring

The SPS-Sensors could be directly imbedded tovhigahle monitoring-systems, here the

PRTG from Paessler. With the usage of parametergguld select all the values you want to
monitor.

Within the monitoring only the assignment with titeached sensor is done. Then you are
able to define the time intervall and the reactionsase of errors.

(SPS) S7-300 Kuehlhaus: Values of DigInput.Scan=Sensors

E1l1.1: Sensor_1 E1.2: Sensor. -2

1 State ~N
El.2: Sensor 2
0 State /
E2.1: Sensor. 1
0 State o 1 State 1 State ~
E2.2: Sensor 2 E2.3: Sensor. -3 E2.1: Sensor_1
1 State N isaee N 1saee ~N
E2.2: Sensor -2 E2.3: Sensor. 3
0 State b s 1 State N

This sample shows the working of three differemisses.

(SPS) 57-300 Kuehlhaus: Kuehlung Raum_1

EL1.0: Ein ElL.1l: Sensor_1

1 State \ O State /
ELl.2: Sensor_ 2 EL.2: Sensor 3

1 State \\ O State /
El.4: Netz-Schuetz El.5: Motor-Schuiz

1 State \ 0 State ,/

This sample shows the states of the input groupl"EB

(SPS) 57-300 Kuehlhaus: Kuehlraum_1

Ald: Lampe Gruen Al.2: Lampe Gelb

1 State \\ 0 State /
Al 3: Lampe_ Rot Al .4: Netzr-Schuetz

O State Gl 1 State N
AlLS: Stern-Schuetz Al.6: Dreieck-5Schu...

0 State " 0 State o

This sample shows the states of the output group*AB
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5. Monitoring with SpsEyes

Beside the Monitoring-Systems like PRTG, Orion idatsUp Gold the SPS-Sensoren
could be used with SpsEyes too. SpsEyes is a sef@ware to monitor by usage the
sensors directly.

Example: Layout for monitorng a single SPS-Device:

Example: Alternate layout for monitoring a singleSsDevice:

S\ =2 A | % Ee oo
) = - = @ e, e S,
== o : : >
2 268 e S - S Trms Tl wow T
» s .
Ides < > <o TN LG
System SID Crage. Tr-CPU .z :' "‘ & :J'\()—
an ™ T i e henw: e s
CPU-Usages (%) = vrga - = [ > 1
& wZ 2 e e Oh T A
14011805 1408 | e’ TR e ot A, e s
Disk-Usages (%) -::__‘»N ':'.{—,.___
ol i -
14021404 1407 = e i
=) Pm G Er G =
. Aemem o B (A S
, e =5 =8 &
200 3 RFC-Open g - u-;m Desiogi i ”
cessin .
®ie0z 1e0s 1e0s (DIl

Every of this objects works autonomous, every dhbfecealized by an own process. Every
process works independent from other processes@nthunicates via RFC with the
attached SPS-System.
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Example: Layout for monitoring with more SPS-Syssem

l l:!s;pznpca : =

'JBEE 0956 1000 1004 | SapProdPog

. e 2 I i e
Rt =sponse £l R __ﬁ--"h; w7 Chesls

3
Time(s) Se e T e am & = m oo

.
ar

[ SapTest®10 )@l

7 | 3 SapEval P08 te g
] SapProd POS ot

|

On the left hand general information's like CPUiskDActivities or the number of Users are
presented via Graphics or Gauges.

On the right side a matrix organized by SPS-Systmmisfunctions is shown. There are three
SPS-Systems and functions like Cpu-Times, Dataa&hso on.

Remarks:

- By Graphics, a single value is requested frooh &P S-System. The
values will be prepared and analysed

- By Gauges, a single value is requested andshow
- By Images the values of the sensors are arthbse presented by colours

All the sensors could be modified by size, layaud position during runtime. New sensors
could be added at any time. You are able to dggignown Dashboard.
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